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Title: Addressing further challenges related to the mechanism of protection of
personal data of military personnel on the example of Ukraine.

Abstract: The challenges related to the protection of personal data of military
personnel in Ukraine can be complex, especially in the face of potential conflicts or
invasions. Here are some further challenges and potential solutions.

Cybersecurity Risks: With the increasing reliance on digital systems for storing
and processing data, military personnel's personal information is at risk of cyber-
attacks. Implementing advanced cybersecurity measures, regular audits, and
training programs on cybersecurity awareness can help mitigate these risks.

Legislative Gaps: Ensuring that the existing data protection laws in Ukraine are
up to date and robust enough to address modern threats is crucial. Reviewing and
amending legislation to align with international standards and best practices, such
as GDPR principles, can enhance the protection of personal data. [1]

Internal Threats: Internal threats, such as unauthorized access or data breaches
by insiders, can pose a significant risk to personal data security. Implementing strict
access controls, regular monitoring of IT systems, and conducting background
checks on personnel can help prevent such incidents.

Cross-Border Data Transfers: In the digital age, personal data can easily cross
borders, raising concerns about data privacy and security. Implementing secure
data transfer protocols, ensuring compliance with data protection regulations in
other countries, and considering data localization policies can help address these
challenges.

Emergency Response Planning: Developing and regularly updating emergency
response plans to quickly and effectively respond to data breaches or cyber
incidents is essential. Conducting regular drills and exercises to test the readiness
of response teams can help improve the organization's overall preparedness.

Addressing these challenges requires a multi-faceted approach involving a
combination of technical, legal, and organizational measures. By continuously
monitoring and adapting to the evolving threat landscape, Ukraine can enhance the
protection of personal data of military personnel and strengthen overall data security
practices.

Main Question: "How can the protection of personal data of military personnel
in Ukraine be strengthened to effectively address security challenges in the face of
potential conflicts or invasions, with a focus on cybersecurity risks, legislative gaps,
internal threats, cross-border data transfers, and emergency response planning?"

“The victors of the future will be those who are able to master data and

168



new technology.”

Rt Hon Boris Johnson MP

In an era marked by rapid technological advancements and increasing
digitalization, the protection of personal data, especially in sensitive sectors such as
the military, has become a critical concern for national security and individual
privacy. Ukraine, a country facing geopolitical tensions and potential security threats,
must navigate the complexities of safeguarding the personal information of its
military personnel in the event of conflicts or invasions.

This article delves into the multifaceted challenges surrounding the protection of
personal data of military personnel in Ukraine, focusing on the implications of
cybersecurity risks, legislative gaps, internal threats, cross-border data transfers,
and emergency response planning. With the growing sophistication of cyber threats
and the expanding digital footprint of military operations, ensuring robust data
protection measures is paramount to maintaining operational readiness and
safeguarding sensitive information. [2]

By examining the specific challenges faced by Ukrainian military entities in data
security and privacy, and drawing parallels with international standards such as the
General Data Protection Regulation (GDPR) of the European Union, this article
aims to identify key areas for improvement and propose effective strategies to
enhance the protection of personal data in military settings. Through a
multidisciplinary approach encompassing legal, technical, and organizational
perspectives, this study seeks to offer valuable insights into strengthening data
security practices and mitigating risks in the dynamic landscape of modern warfare.
[3]

Analyzing the main legislative acts of Ukraine, the following can currently be
identified:

- Inadmissibility of interference in personal and family life: According to Article
32 of the Constitution of Ukraine, no one can be subjected to interference in his
personal and family life, except in the cases stipulated by the Constitution. [4], [5]

- Limitation of constitutional rights in the event of the introduction of martial law:
In the conditions of the introduction of martial law in Ukraine, according to Clause 3
of the Decree, the constitutional rights and freedoms of a person and a citizen, in
particular, are provided for in Art. 32 of the Constitution of Ukraine may be
temporarily limited. [6]

- The right to private and family life during war: according to the Convention for
the Protection of Human Rights and Fundamental Freedoms, in conditions of war or
other public danger that threatens the life of the nation, measures deviating from
certain obligations may be taken. According to the urgency of the position. [7]

- Protection of the state and public security: a deviation from some provisions
regarding the processing of personal data may be allowed if it is aimed at the
protection of state and public security, the fight against criminal offenses or the
protection of rights and freedoms.

Scientific sources
1. Law of Ukraine "On Approval of the Decree of the President of Ukraine "On
the Introduction of Martial Law in Ukraine"
https://zakon.rada.gov.ua/laws/show/en/2102-20#Text
2. Constitution of Ukraine dated June 28, 1996 No. 254k/96-BP. Voice of

169



Ukraine. 1996. July 13. (#128).
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text

3. On the protection of personal data: Law of Ukraine dated 04/23/2021 No.
2297-VI. Governmental courier 2010. July 7. (#122).
https://zakon.rada.gov.ua/laws/show/2297-17#Text

4. Convention on the Protection of Human Rights and Fundamental Freedoms
of November 4 1950. Voice of Ukraine. 2001. January 10. (No. 3)
https://zakon.rada.gov.ua/laws/show/995 004#Text

5. Council of Europe and Directive 95/46 of the European Union https://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679

6. The Law of Ukraine «On Military Duty and Military Service». (Information of
the Verkhovna Rada of Ukraine (VVR), 1992, No. 27, Article 385)
https://zakon.rada.gov.ua/laws/show/2232-12#Text

7. The Data Processing Act 2018 and the Military Data Protection Act 2005 UK
Public General Acts2018 C. 12Whole Act
https://www.legislation.gov.uk/ukpga/2018/12/enacted

Mauxpyk B.

cmyOeHmKa rpudu4YHoO20 haKyrnbmemy
3axiOHOyKpaiHCbKO20 HauioHalbHO20
yHigepcumemy.

Haykoesutli kepigHUK: dokmop ¢piriocoi,

cmapuwuti suknaday kaghedpu MiXKHapoOOHO20 rpasa
ma miepayituHoi nonimuku 3YHY

Hoeac H. I.

NMPABOBE PEIYNIOBAHHA MPALEBNALWUITYBAHHA TA TPYOAOBUX
BIAHOCWH IHO3EMUIB B YKPAIHI

[MpaBo Ha npauto € ogHUM i3 pyHOAMEeHTanbHUX NpaB NMIOANHU, WO B YKpailHi
3HaxoAUTb CBOE npaBoBe 3akpinneHHs B 11 OcHoBHOMY 3akoHi — KoHctutyuil
Ykpainu. Y ctatTi 43 KY BCTaHOBMNEHO nNpaBo 0cobu BiflbHO Ta CaMOCTIMHO obupaTtun
cobi npodecito, BUA AIANBLHOCTI ANS OTPMMaHHA MaTepianbHOro 3abe3nedeHHs.
TakoX OaHWW HOPMAaTUBHO-NPAaBOBUK aKT 3akpinmtoe cBobody nepecyBaHHS, LWLO
nepegbavyae MoOXnuBicTb 6e3 nepewkon 34iNCHIOBATM MNEPETUH KOLOHIB  SK
Aep)XaBu CBOro rpomMagsiHcTBa, Tak i KOpAOHIB iHWKMX gepxae [1]. [daHi OCHOBHI
npaBa JIIogMHN MICTATbCA Y HauiOHaNbHUX 3aKOHO4ABCTBAX YCiX AEMOKPaTUYHUX Ta
NPOrpecuBHNX AepxxaBax CBITY.

[MpauesBnawwTyBaHHS iHO3eMUIB B YKpaiHi — akTyanbHUN Ha CbOrOAHILLHIN AeHb
npouec i3 HagaHHA MOXIUBOCTI IHO3EMHMM rpoMafaHaMm 34iNCHIOBaTU TPyLOBY
AiSNbHICTb Ha TepuTopii YKpaiHW, WO OO'€KTMBHO nNOB'AI3aHe i3 MirpauiiHumMm
npoLecamu.

PerynioBaHHA nuTaHb WOAO nMpaueBnawTyBaHHA rpomMagsH iHO3eMHUX
aepxas B YKpalHi, @ TakoX YCiX TPyAoBUX BiOHOCUH 34INCHIOETLCA AK KOMMSIEKCOM
HOPM i3 HaLUiOHaNbHOro 3aKOHO4ABCTBA Ta MIKHAPOLHO-NPaBOBMX aKTiB. B OCHOBI
HauioHarbHOro 3aKOHO4ABCTBA LIOAO PEeryrioBaHHA OaHUX BIiQHOCUMH JEXUTb
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