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MDKHAPOOHA NMPOTUAIA KIBEP3JTOYUHHOCTI

3a ocTaHHi ABa OeCATUNITTA TeMa Kibep3novmMHHOCTI cTana He nuwe 3BMYHOK0 B 3arosfioBKax
HOBMWH, @ N OAHi€0 3 HaNbiNbL OBroBOPIOBAHUX Y paMKax €KCNepTHUX CMiflbHOT Ta MiXKHAPOAHMX
opraHisauin. Xoya OOH BigHOCUTb KIBEp3noYnHM OO0 «HOBMX 3IIOYMHIB», HAronowyeTbCs, WO ue
aBuwe Mae rnobanbHU XxapakTep Ta MICTUTb €neMeHTM TpaHCHaUioOHanbHOCTI, Wo pobutb
MiKHapogHe cniBpobGiTHULTBO KMOYOBMM (PaKTOPOM MPUAHATTA edheKTUBHMX 3aX04iB NPOTUAIl.

3aranbHOBM3HAHMM  TpaHCHAUiOHaNbHWA  XapakTep  Kibep3nouMHHOCTI  nopsg i3
JeueHTparnisoBaHo CTPYKTYPOK € ogHumMu 3 6asoBux npobnem 60poTbbu 3i 3NOYMHHICTIO B
KiGepnpocTopi: No-nepLue, BiACYTHI MEXaHi3M1 KOHTPOM0, HeOOXigHI ANs NpaBO3acTOCyBaHHS, Mo-
apyre, iCHylOTb CEepnosHi TpyaHoLW Ans po3chnifyBaHHS 3M0YMHIB | BU3HAYEHHS HOPUCOMKLT.
TpagudinHi nigxogn 0o 60poTbbU 3i 3MOYMHHICTIO, 3aCHOBaHiI Ha TepuTopianbHOMY NPUHLMNI
BU3HAYEHHA OPUCAMKLIT, BuABNAOTLCA HeedekTnBHumn. KiGepnpocTip no cyTi cBoin €
MikHapogHuM. [loTpibHe akTMBHE MiXHApOAHO-MpaBoBe  CNiBPOBITHMUTBO, rapMoOHi3auis
MaTtepianbHuX i NpouecyanbHUX HOPM Npasa, NoLWYyK HOBUX NiAX0AIB A0 MiXXKHAPOOHOT cniBnpadi.

BinblWicTb NPOBIAHMX  MiXKHAPOAHWX OpraHisauin, OiANbHICTL SKMX MNOoB’A3aHa i3
3abe3neyeHHsm 6es3nekn y CBITi, 3aXMCTOM MpaB NIOAUHKU, 3aXMCTOM iHopMauii, NpoTArom
OCTa@HHbOIO [OECATUNITTA BXMBalOTb aKTUBHUX 3yCUMb [ONS  HanarogKeHHs MiKHapOAHOro
cniBpobiTHMLTBA B Ui ranysi. AkTuBHy ponb Bigirpae OpraHisauis O6'egHaHnx Hauin.

Y 2010 poui nigcymkom 12-ro KoHrpecy wopo 3anobiraHHS 3MOYMHHOCTI Ta KpUMIHANbHOro
npaBocygas cTano CTBOPEHHS MDKYPSOOBOI rpyny ekcrnepTiB BiAKPUTOro cknagy Ans AOChimKeHHS
npobnemu KiGep3noYnMHHOCTI i 3axofiB y BiAnNoBigb 3 BOKy KpaiH-YneHiB, MiXHApOAHOI ChiNbHOTU Ta
npuBaTHoro cektopa [1]. YnpasniHHsa Opranizauii O6’egHaHnx Hauin i3 HapKOTUKIB i 3MOYMHHOCTI Y
2013 poui nigrotyBano BcebiuHe gocnigkeHHs npobnemu kibepanoymHHOCTI. 3rigHO 3 BUMCHOBKaMM
ekcnepTis, GiNbLWICTb AepXaB CBITY HE BBaXKalOTb 3a HeOOXiaHe NosBy [oAATKOBMX hopM ropuCamKUil
OO0 «KiGepnpocTopy», OCKINbKM yCrilHe MiXXHapoaHe CniBpOGITHULTBO MOXIMBE B paMKax HasiBHUX
mMexaHiamiB. OpgHak cami ekcrnepTu Big3HavalTb, WO HasiBHi MOBHOBAXEHHs1 i npoueaypuv
cniBpoBITHULTBA YacTO He BPaxoOBYHOTb «OCOBNMBOCTI €NEeKTPOHHUX OOKasiB i rmobanbHuin Xxapakrep
KibepanoumHHoCTI». lMpuknagn edekTMBHOI koonepauii 3acHOBaHi Ha NPaBOBI ChiBNpaui AesKux
AepxaB, SKi 32 AOMOMOrOK perioHanbHUX yrog CTBOPKOKTb HEOOXiAHWWA piBEHb rapMOHi3aLlii CBOIX
NpaBOBMX HOPM i MPaBOBi MexaHi3MM B3aEMOAII 3 ypaxyBaHHAM crneundikm KibepanoymHie, 30kpema,
yepe3 KoHeeHUito Pagn €sponun npo kibepanounHHicTb i KoHBeHuito Jlirm apabcbkmux aepxas npo
6opoTbby 3i 3nounHammn B 06nacTi iHpopmaLiMHUX TEXHOMOTIMN.
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Takmm 4YMHOM cnocTepiraeTbca TeHAeHuid [0 dparMeHTauii  MibKHapoaHO-MPaBOBOro
cniBpobiTHMUTBa, WO BigoOpaXae BHYTPIWHIM NapagokCc PO3BUTKY MiKHAPOOHMX BIQHOCUH Yy
LMdpoBYy enoxy: 3 ogHoro 6oky, kpaiHaMm HeobxigHa cniBnpausa B 60poTbbi 3 TpaHCHaLUiOHaNbHUMN
3arposamu, 3 iHWoro GoKy, usl cniBnpaus Bede 00 3POCTaHHsS MOTEHUINHOI ypasnMBOCTI KOXHOI
Aepxasu, BMMyLLeHOro o6bmexyBaTh CBii CyBepeHiTeT y [OBOX 4yTnmMBMX o0Onactax —
KpMMiHanbHOMYy npasi Ta 3axucTi iHhopMalii. BHacnigok uboro ycniwHa cnisnpausi peanisyetbcs B
perioHax, e € A40CUTb BUCOKMI piBEHb MOMITUYHOI AOBIpU MiX ydacHMKaMu, 30kpemMa B €Bponi.

Mepwmm eTanom ctano npunHATTA Pagoto €eponn KoHeeHLUii 3 kibepanodmHHocTi y 2001 poui [2],
MONOXEHHA SIKOI CNPUSSIA rapMOHi3aLlii HOPM OCHOBHMX KOMITHOTEPHUX 3IIOYMHIB Ta 3akranu OCHOBU
npouecyarnbHOI cniBnpaL, NPaBOOXOPOHHMUX OpraHiB KpaiH-y4acHuUpb KoHeeHLUii. Ycnix KoHBeHUji B Tomy,
wo ccpepa i gii BMALLING 3a MEXi EBPONENCHLKOrO PeErioHy: i mignucanu i patndikysann ApreHTuHa,
AscTpanis, I3painb, Anonig, CLUA Ta iHwi kpaiHn. Takum udmHoM, KoneeHuiss 2001 poky npogoBxye
3anuaTnca 4ocuTb YCNiWHMM, ane perioHanbHUM IHCTPYMEHTOM chiBnpai.

Hapgani kpaiHm-4neHn €BponencbKoro Co3y MakcumanbHO NornMbunu cnisnpauto B obnacrTi
Kibepbesnekn 4epes IHCTPYMEHTM €BPOMENCbKOro npaea. Hopmu maTepianbHoro npaea
rapMoOHi30BaHi 3a [OMOMOrow Uiforo psgy AvpekTuB, 30kpema, [upektmBa npo npoTuaito
ceKkcyanbHUX ekcnnyartauii giten oHnanH i gutadol nopHorpadil, OupektnBa Woao aTtak npoTu
iHdopMauinHmx cuctem, Oupektuea npo 6e3neky mepex Ta iHpopmauinHnx cuctem. CTBOPEHO
3aranbHOEBPONENCBbKI areHTCTBa Afs1 OpraHisadil cniBnpaui NpaBOOXOPOHHMX OpraHiB, Cy4oBUX
OpraHis, BiZOMCTB, WO BigMOBigaTh 3a iHhopmauiiHy Ta mepexeBy 0e3neky.

DOyHOAMEHTOM AO51s1 MO3UTUBHOTO 3pYLUEHHS B Ui ranysi € po3yMiHHS!, LO MOBHOLUiHHA
OopoTbba 3 KIGEep3roYMHHICTIO HeMOXnuBa 6e3 KOMMMEKCHOI MikHapogHOi B3aemogii. Ans
nepexony Ha HaCTYMHWA eTan i rapMOHi3auii KpMiHanbHOro 3akoHo4aBCTBa HEOOXiAHO AocArTh
3aranbHOro Po3yMiHHSA KpMMiHanbHUX 3arpos y kibepnpoctopi [3].

Ona aHanisy 3arpos3, MOHITOPUHIY CuUTyauii, eKcnepTHOI nepeBipkn, OpPMyBaHHS
iHbopMauiHoro nyny HeobxigHO CTBOPEHHA cneuianbHMX BigomMcTB abo nigposadinis  Ha
MDKHaApPOOHOMY PpiBHi 3 4iTKMM MaHOaTOM AidaNbHOCTI | YiTKMMK npaBunamu  cnisnpaudi 3
KOMNETEHTHUMM OpraHamu pisHUX aepxas. HeobxigHe po3LMpeHHa AiIanbHOCTI €Bponencbkoi
po6oYyoi rpynu IHTepNony 3 KOMM'IOTEPHOT 3MOYUHHOCTI.

OcobnuBicTio KIBEp3no4mMHiB KpiM X TpaHCHAaLIOHANbHOro Xapaktepy € ToW qakT, LWo
KomnniekcHa 6opoTbba 3 HUMM MOXIMBO i3 3any4YEeHHAM He Pi3HUX AepXaB CBIiTY, a N HegepXXaBHUX
aKTOpIB, BKMOYAKYKN NMpUBaTHI KOMMAHii Ta okKpemMux ocib — yvyacHukiB iHbopmauiiHOi B3aemMogil.
ADKe He TiNbKW OepXaBWu, a W KOXHa ntoguHa CTae ypasnueok. Y 3B'A3KYy 3 UMM BaXXNUBUM
3aBAaHHAM € NiABULLEHHS iIHHOPMOBAHOCTI HACENEHHS.

CTtaH MibxHapogHoro cniBpobiTHMLTBA y cdepi 60poTbOM 3 KIBEP3MOUYMHHICTIO HA CbOrOAHI He
€ O4HO3Ha4YHMM. BoHa BNnMBae He TiNbKn Ha PO3BMHEHI KpaiHW: IHTEpHET-KOpUCTYBaui € MO BCbOMY
CBIiTY, AepXaBHi yCTaHOBMN B KpaiHaX, L0 PO3BMBAIOTLCH aKTMBHO BUKOPUCTOBYIOTb iH(pOpMaUinHI
TexHonorii. 3po3ymino, wo Ans edekTnBHoi 60poTbdn 3 KiIbepanoUnHHICTIO NoTpidHe rnobanbHe
cniBpobiTHUUTBO. Takox noTpibHa po3pobka yHiBepcanbHOro AokymeHTa. [ns peanisauil Lboro
3aBaHHS cnig BUKOPUCTOBYBATU HAasiBHUWA perioHanbHWA OOCBi4 Ta AINTU KOHCEHCYCY 3 NnuTaHb
BM3HAYEHHS OCHOBHUX MOHATb Ta KPUTUYHUX 3arpoa.
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