BignosigHo 0o 4. 1 ct. 553 LUK YkpaiHn nopyqntens 3MyLleHUA 34iINCHUTN 3060B’si3aHHS
3aMiCTb OCHOBHOrO OOp)KHMKa nue 3a YMOBW, KONM OCTaHHIN AOro He BMKOHaB abo BUKOHaB
HeHanexHuMm 4YmHoM. [poTe TakoX NOTPIOHO BpaxoByBaTW HASABHI HOpUANYHI DaKTK, WO MOXYTb
3BINbHUTM OOpXHMKA | nopyuynTensa Big BignoBiganbHOCTI (HeycTorku). Lumn opugnyHumMm
dakTopamMm MOXYTb BUCTyNnaTu MEBHi 0OCTaBMHK, 3a SKMX BOPXHUK HE MIr 06’€KTMBHO BMKOHATK
CBO€E 3000B’A3aHHS.

Y. 2 ct. 553 UK YkpaiHm nepenbavae BMKOHAHHS 3000B'A3aHHA 4acTkoBo abo y MOBHOMY
obcasi. lMopyka y noBHOMYy 06CA3i xapakTepudyeTbCsa 3aranbHMM OOOB’SI3KOM MOpPYyYUTENS HEe
TiNbKM BUKOHAHHS caMoro 3060B’A3aHHs, ane v BigwKogyBaHHA 30UTKIB, 3aBOaHUX KpeauTopy npu
NopyLUEHHi 3000B’s13aHHSA (HEYCTONKN), NPU 3a3Ha4YeHHI LMX yMOB B JOroBopi. YacTkoBa X nopyka
3aCTOCOBYETbCA TOAI, KONMW nopyynten 30060B’A3yeTbCA BigwKogyBaTW fvwe MNEBHY CyMy
(4actuHy) Big ycboro dopry.

OTmxe, nopyka € oaHMM 3 HanedeKTUBHIWNX crnocobiB 3abe3neyeHHss 3060B’A3aHb, L0
Da3yeTbca Ha 060B'A3KY NopydunTens nepen KpeautopoMm HECTW BIiAMOBIAANbHICTL 3@ MOPYLUEHHS
OOpPXXHMKOM CBOIX 3000B’s13aHb.
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CUCTEMHMI NIAXia 0o Po3rnagy IHeOPMALUIMHOI BE3NEKK

B HuHiwHbOMY CBITi iHopMaLis cTae Bce Binbll BaXXNMBOIO LHHICTIO, @ NPOBIAHO rany3asio
AiANbHOCTI — iHOYCTPIA OTpMMaHHsA, obpobku i 3axucTy iHdopMmaLii, Kyan 3 KOXHUM pPOKOM
BKragalTb Bce Binbll 3HAYHi kanitanu. Bxe Hanbnmxymm 4yacom noniTM4Hy n eKOHOMIYHY posib
OKpeMunx AepxaB Ha CBITOBIN apeHi OyayTb BU3HA4yaTU caMe pO3BUTOK iHGOpMaLiiHOI cdepu Ta
piBeHb iHpopmaLinHoT 6e3neku.

Poarnag iHbopmauiiHoi 6e3nekn 3 no3uuii CUCTEMHOrO Niaxony A03BOMSE BUAINUTM YOTUPK
rpynu iHpopmauinHo-TexHonoriyHnx Hebesnek Ana  cycninbCcTBa | AepxaBW, 3YMOBMEHUX
AOCSArHEHHAMM HaYKOBO-TEXHIYHOro nporpecy [1, c. 51].

[lo nepwoi rpynu BapTO BIAHECTU IHTEHCUBHMN pPO3BUTOK HOBOro BuUrnagy 36poi —
iHdbopMaLinHOoI, Wo 34aTtHa eheKkTUBHO BNAMBATM Ha iIHPOPMALINHO-TEXHOMNOTiYHY iIHPACTPYKTYPY
aepxxaBsu Ta NCUxXiky nogemn.

[pyra rpyna noe’sis3aHa 3 HOBUM BUIMISAOM cCoOLiaNbHUX 3MI0YUHIB, SKMA HaUiNeHUh Ha
BUKOPUCTAHHA [OOCArHEHb CydacHWX iH(opMaUiMHUX TEexXHOMOrin: KOMMN'IOTepPHe XyniraHCTBO
(BNpOBamMKEHHS «BipYCiB»); HE3aKOHHE KOMitOBAHHSA TEXHOMOrYHMX pilleHb, MaxiHauii 3
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OaHkiBCbkMMM onepauismn Ta iHwe. [NpoBigHi gocnigHMKK B Ui 06nacTi BBaXaroTb, WO HanbinbL
obiusounm  3HapsSaOaM  3NoYMHYy CcTae Komn'loTep. 3a OCTaHHI OecsTb POKIB - eNEKTPOHHI
BUKpPaAEHHS1 B EKOHOMIYHI cdpepi y 20 pasiB nepeBuwmnnim 30poriHi norpabyBaHHsI.

TpeTa rpyna nondrae B €NeKTPOHHOMY KOHTPOSIi 3a XUTTAM, MaHaMu HAaCTPOEM rPOMassiH,
DISNBbHICTIO  MONITUYHMX OpraHisauin, ToTarbHOMY KOMM'IOTEPHOMY KOHTPOSi 3@ HaceneHHsMm
KpaiHn. Hemani macuBm gaHux Npo 340pOB’S, CouianbHYy aKTMBHICTb, MOMITUYHI AYMKM, 3B'SI3KWM,
diHaHCOBI cnpaBuM HaceneHHst BUCOKi IHpopmauiiHi TeXHOMOorii 403BONSAIOTL HAKOMMYyBaTw,
36epiraTi Ta BUKOPUCTOBYBATMW.

UeTBepTa rpyna sBnsie cobOK BUMKOPUCTAHHSA iHOOPMALIMHMX TEXHOMOrN B MOMITUYHIN
60opoTb6i. OgHieD 3 LOMIHYUMX TEHOEHLIN Cy4aCHOro CyCnifilbHOro PO3BUTKY € 3POCTaHHA BASNBY
3acobiB MacoBoi iHbopmauii Ha 3MICT Ta Xig MOMITUYHMX NpoUECiB, YHKLIOHYBAHHA MeEXaHi3Mmy
BNaaw.

Kpim TOro, cnig HaronocuTy Ha L€ OOVH BaXKMBUI acnekT iHopmaLlinHoi 6e3nekn — 3axnct
KOMMN'IOTEPHOI iHpopMaUii Big po3kpagaHb. OcTaHHIM 4YacoM NpornsgacTbCa udiTka TEeHAEeHUiss oo
3pOCTaHHSA 3arpo3, siKi CTOCYHTbCS KINbKOCTI CnNpob HECAaHKLiOHOBAHOIO BTpPYy4YaHHS B poboTy
TenekoMyHikauinHnx Ta iHopMauinHMX CUCTEM i HECAHKLIOHOBAHOro 4OCTyny A0 iHdopmMalii, ska
B HUX LUMpPKynoe. 3 UbOro BUMMMBAE, WO iCHYE peanbHa 3arpo3a HauioHanbHOMY iHhopMauiiHoMy
npoctopy YKpaiHM Ta, SKWO HeobXxigHi 3axogu He OyayTb MPUAHATI, TO Y Hanbnmkyomy
ManOyTHbOMY LEe Npu3Bede OO BTPATU OEPKABOK KOHTPOSO Hag 4acTMHOK iHOpMaUiHOro
NpoCTOpy Ta 3p00UTb HEMOXINMBUM 3abe3nedeHHs NpaB rpoMagsaH y Lin cdepi.

3acobiB HecaHKUiOHOBAHOro OCTyny Ao iHdopmauii € 6e3nid, ane xodeH 3acib 3axucry,
OKpPEMO B3SATUM HE 3MOXE rapaHTyBaTu agekBaTHy 6e3neky. HaginHum 3axncT gonycTMMnin TinbKy,
SIKLWO CTBOPEHU MeEXaHi3aM KOMMIIEKCHOro 3abesnedeHHs Oes3neku. OCHOBHI CKNAQoOBi Takoro
KOMMeKcy:

— HOPMAaTUBHO-NPAaBOBI;

— TEeXHiYHi;

— OopraHisauirHi 3acobu.

HopmaTtunBHO-NpaBoBi 3acobu 3axMCTy BUAINATLCA 3aKOHOAABYMMW akTamun AepXasu, Lo
CyBOpPO BCTaHOBIIOKOTL MpaBuia BUKOPUCTAHHA, 0bpobkn Ta nepepadi iHopmauii obmexeHoro
AO0CTyNy Ta BCTAHOBMIOKOTb CTYNiHb BiAMNOBIAANbHOCTI Y pasi NopyLleHb LnMX npaBus.

Y cT. 34 KoHcTuTyuil YKpaiHum po3rnagaetbcs npaBo rpomMagsH YKpaiHM Ha iHopmauito,
3abesneyeHHs iHopMaLinHuX npouecis [2].

TexHiyHi 3acobu noAinNalTbCA Ha anapaTHO-MporpamHi Ta isnyHi | BknoyaTb B cebe
MEXaHi4Hi, €NeKTPWUYHIi, €NEeKTPOMEXaHiYHi Ta eneKTPOHHI NpUCTpOoi. AnapaTHi TexHi4Hi 3acobwu
pO3TaLUOBYOTb B OBYMUCIIOBanbHIA TEXHIUi, B TeNeKoOMyHiKaLiiHii anapaTypi Y4 B MPUCTPOSX, LLO
MoB’A3aHi 3 CXOXOK anapaTypoto Yepes ctaHgapTHU iHTepdenc. MporpamHi 3acobu - nporpamHe
3abesneyeHHs, WO 34iNCHI0E PYHKLIT 3axncTy iHpopmalii. PisnyHi 3acobu peanisyoTbCs y BUrNAAi
aBTOHOMHMX CUCTEM Ta MPUCTPOIB, SKi 3AINCHIOTL (OYHKUiI 3aranbHOro 3axucty o6’ekTiB, 3a
A0MOMOroo AKkMx 06pobnseTbCs iHopmaLis.

[lo opraHisauinHux 3acobiB 3axMCTy HanexaTb OpraHi3auinHO-TEXHIYHI Ta opraHisauifHo-
NpaBoBi, L0 BWKOPUCTOBYIOTbCS B MPOLECI CTBOPEHHA Ta (OYHKUIOHYBAHHSA KOXHOI CTPYKTYpW.
I[HaKwe Kaxyyu, TiNbkM Ha OCHOBI HOPMAaTMBHO-NpaBoBOi 6a3n Ta 3a HasABHOCTI anapaTtHo-
nporpamHux 3acobiB MoXnuee eeKkTUBHE KEPYBAHHSA B YMOBAX LUMPOKOrO BNPOBAMXEHHSA HOBMX
iHopMaLiNHNX TEXHOMOTIN.

Woao pepxaBHOI nonitvkn, TO Yy cdpepi iHpopmauinHoi 6e3nekn — cnpsiMoBaHa Ha
HaKOMWYEHHA Ta 3axXMCT HauioHanbHMX iHOPMAaUINHUX pecypciB, po3pobKy Ta BNPOBagKEHHS
cydacHux 6esnedyHnx iHpopmauiHMX  TexHonorii, nobygoBy 3axMLEHOI  HauioHanbHOI
iHdbopMaLinHOT IHPPACTPYKTYPU, POPMYBaHHS | PO3BUTOK iHOPMALMHMX CTOCYHKiB Towo. BoHa
NMoBMHHA pearni3oByBaTUCb LUMSXOM CTBOPEHHS i 3abe3nevyeHHs epeKkTUBHOro OyHKLiOHYBaHHS B
YkpaiHi uinicHoi cuctemu iHpopmauinHol 6e3nekn, a TakoXK BLOCKOHANEHHs iCHYHOYOT i po3pobku
HOBOI HOpMaTUBHO-NPaBoBOI 6a3n, sika perynoe BiAHOCUHU B cdepi iHdopMauinHoi Gesnekn,
BCTAHOBMIOE BUMOIM i NpaBuna NpoBamMkKeHHs AiAfbHOCTI Y uin cdepi.
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FonoBHuMM  3aBaaHHAM  iHopMauiiHOi  Ge3neku 3a yMoB rnobanisauii  CBiTOBUX
iHbOpMaUiMHMX MNpoUEeciB € 3axUCT HauioHanbHMX iHTepeciB YkpaiHn. [epxaBa Mae
3anponoHyBaTU adekBaTHi peanbHin cuTyauii 3acobu, mMeToan Ta IHCTPYMEHTM OnepaTmBHOIO
pearyBaHHS Ha iHOpMAaUiNHi gMBepCii, NOWNPEHHsT HeNpaBaMBOI iHoOpMaLUii Ta ynepeakeHHs
dopMyBaHHA HeratMBHOIO iMigKy YKpaiHM Ta ii rpoMagsH, BUKPUBIIEHHA Ta TEHAEHUIMHOro
nigbopy dakTiB iCTOPUYHOrO MUHYSOro. Y CBOKH uYepry 30epiratoum HauioHanbHO-KyNbTYpPHI Ta
AYXOBHi LiHHOCTI YKpaiHM HeobxigHO 3abe3neynTn CTBOPEHHSI HauioHanbHOro iHdgopmauiiHoro
NpoayKTy Sk 6u ineHTudikyBae YKpaiHy i CBiTOBOMY iHOpMaLiMHOMY MPOCTOPi YTBEPAXKYHOUN
TakMM YMHOM aKTMBHY NMo3uuito YKpaiHm y nobyaoBi iHpopmaLinHOro cycninbcTea.

BaxnmBum  acnektom po3bygoBu  iHpopmauiMHOrO  CycninbCTBa € rapaHTyBaHHSA
iHdbopMaLinHoT 6e3nekn OKpeMOoro rpomagsiHMHa, Koro nNpaB Ha KOHQIAEHUMHICTb Ta HEBTPYYaHHSA
y npuBaTHe XuTTd. HeobxigHO oGMeXxuTn BNMMB OpraHiB Aep)aHoi Bnagu Ha iHdopmauiviHi
MOTOKWN, SKi BMKOPUCTOBYE NIOOUHA BCTAHOBMBLUM cTaHAapT 6es3nekn rpomagsiHuHa (3abopoHa
NPOCyXOBYBaHHS, BTPyYaHHs i 610KyBaHHS iHOpMaLiMHNX MOTOKIB, BCTAHOBIIEHHS MiHIManbHOro
PiBHS iHbOpMaUiNHO-hiHAHCOBOro 3abe3neyveHHs, Knn 3abopoHAETLCA GITIOKYBaTU TOLLLO).

Ona BupiweHHa umx Bcix npobrnem, nepw 3a BCe, HeobXigHO: CTBOPUTU
NOBHOMYHKLiOHaNbHY iHbopMaUinHy iHpPacTpyKTypy AepxaBu Ta 3abe3neunmTtn 3axuct i
KPUTUYHUX eNleMEeHTIB; NIABULLNTK piBEHb KOOpAWHAaUil OiANbHOCTI Aep)XaBHUX OpraHiB Lodo0
BMAIBNEHHS, OLliHKM | NPOrHo3yBaHHsA 3arpo3 iHdopmadinHin 6e3newi, 3anobirtn TakMm 3arposam Ta
BAOCKOHaNMTN HOpMaTUBHO-NpaBoBy 6a3sy Lwoa0 3abe3neyeHHs iHopmauinHoi 6e3nekn, 3okpema
3axuUCTy iHOPMaLINHUX pecypciB, NPOTUAIT KOMM'IOTEPHIN 3MOYMHHOCTI, 3aXUCTY MNepCOHarNbHUX
AaHUX, a TaKoXX NPaBOOXOPOHHOI AiANbHOCTI B iHhopMaLinHini cdepi.
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MOPIBHANBbHA PEKNNAMA 9K ®OPMA HEOOBPOCOBICHOI KOHKYPEHU|I

KoxeH cy6’ekT rocnogaptoBaHHs 3alikaBneHun y peanisadii CBO€Ei Npoaykuii Ha puHky. Came
peknama € O4HMM i3 HaneeKkTUBHIWNX cnocobiB, L0 CNPMAIOTL MPOCYBaHHIO TOBapiB Ta Nocnyr
LUMISIXOM CTBOPEHHS BnidHaBaHoOro 6peHay.

BpaxoByoun TOW (pakT, WO KOHKYpeHUis — HeobxigHa ymoBa Ana crabinbHoro
(PYHKLIOHYBaHHS EKOHOMIKKW, AepkaBa MOBWHHA [oKNnagatv 3ycwunb Ans Toro, wob cTBOpUTK
CUCTEMY 3axUCTy Cy0’eKTiB rocnofaproBaHHA Ta CNoXuBadiB Big HeJoOPOCOBICHOT KOHKYpeHLUii Ta
NOCUNNTU KOHTPOMNb 3a 3MOBXMBAHHAM Yy Ui cdepi. 3okpema, nge moBa Mpo MOPIBHAMNbHY
peknamMy, ka OOCUTb YacTO BMKOPUCTOBYETLCS ANt TOro, Wwob nokasaTn «kpaily CTOPOHY» CBOIX
TOBapiB 4YM MNOCAYr y MOPIBHAHHI 3 iHWWMKW. HekopekTHe MOpPIBHAHHA MOXe Mpu3BecTn A0
ANCKpeauTaLii KOHKYpeHTa Ta 3anogisTm NoMy 3Ha4YHOI MaTepianbHOT abo MopanbHOI LWKOAMW.
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